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Key points
NNN COMMUNITY LTD is the controller of your personal data on GuardiaNNN.ai.

We process only what we need: your e-mail address, handle, password (stored only in hashed form),
profile photo, wallet address if you connect one, the content you publish, your Credit purchases, the
swaps you make through the Platform, the questions you ask our AI features and technical data such as
your IP address.

Your handle, profile photo and the content you publish are public.

We do not sell your personal data and do not use it to build advertising profiles.

You can access, correct and delete your data and object to its processing by writing to privacy@nnn-
community.com.

Data recorded on a blockchain cannot be changed or deleted by anyone, including us.

1. Who is responsible
1.1 The controller of your personal data is NNN COMMUNITY LTD, registration number 139736, Trust
Company Complex, Ajeltake Road, Ajeltake Island, Majuro, Marshall Islands MH96960 ("we", "us"). Contact
for personal data matters: privacy@nnn-community.com.

1.2 Our representative in the European Union under Article 27 of the General Data Protection Regulation
("GDPR") is LUCORP s. r. o., company ID (IČO) 51878143, with its registered office at Budatínska 3230/16,
851 04 Bratislava, Slovak Republic, e-mail: info@lucorp.eu. Data subjects and supervisory authorities can
contact our representative, in addition to or instead of us, on all issues related to the processing of personal
data.

1.3 GuardiaNNN.ai (the "Platform") is operated on our behalf by TRIPLE N COMMUNITY - FZCO, Dubai,
United Arab Emirates (the "Platform Operator"), which processes personal data as our processor.

1.4 Terms used in this Privacy Policy, such as "Credits" and "User Content", have the meaning given in the
GuardiaNNN.ai Terms of Service.

2. What we process, why and for how long

Data Purpose Legal basis How long we keep it

Account data: e-mail address,
handle, password (hashed), profile
photo (optional); if you sign in with
Google or X, the identifier of that
account and, for Google, its e-mail
address; two-factor authentication
data (encrypted) and recovery
codes (hashed)

Creating and running
your account, logging in,
securing your account,
communicating with you
about the Services

Performance of the
contract (Art. 6(1)(b)
GDPR)

While your account exists.
When you delete your account,
we delete or irreversibly
anonymise it 30 days after
your request (you can cancel
the deletion during that
period). Accounts whose e-
mail address is not verified are
deleted after 7 days.
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Data Purpose Legal basis How long we keep it

Wallet address and the messages
you sign with your wallet, if you
connect a wallet

Proving that you control a
wallet, for example one
linked to a project;
showing your balances,
positions and
transactions; features that
use the wallet

Performance of the
contract (Art. 6(1)(b)
GDPR)

While the wallet is linked to
your account. We do not store
your signatures. Blockchain
records remain public.

User Content: articles, comments,
reviews, votes, reports and project
information

Publishing your content,
moderation, handling
notices and complaints

Performance of the
contract; our
legitimate interest in
a safe and lawful
Platform (Art. 6(1)(b)
and (f) GDPR)

While published; records of
removed content and
moderation decisions for 6
months after the decision

Credit purchases: date, amount,
Credits used, the paying wallet
address, the transaction hash and
the payment reference that
identifies your account

Selling Credits, providing
paid features, accounting
and tax

Performance of the
contract; legal
obligation (Art. 6(1)
(b) and (c) GDPR)

10 years after the end of the
year of the purchase, as
required for accounting and
tax records; after you delete
your account, without your
name, e-mail address or
handle

Swaps: wallet address, the tokens
and amounts of your quotes and
swaps, transaction hashes and, if
you are signed in, your account

Providing quotes,
preparing the
transactions you sign,
accounting for our fee
and showing your
positions

Performance of the
contract (Art. 6(1)(b)
GDPR)

Individual swap records for 24
hours, then only aggregated
statistics without personal
data; the list of tokens you
swapped while your account
exists

Communications: e-mails and
messages to support, complaints,
notices and requests

Answering you, handling
complaints, notices and
requests

Performance of the
contract; legal
obligation;
legitimate interest in
handling requests
(Art. 6(1)(b), (c) and
(f) GDPR)

3 years after the matter is
closed

AI features (GuardiaNNN AI): your
questions, the answers and the
chart and market data of the token
you are viewing

Answering your questions
in the AI feature

Performance of the
contract (Art. 6(1)(b)
GDPR)

Your conversation for 48 hours
after your last question

Platform features: watchlist,
bookmarks, price alerts, event
reminders and notification settings

Providing these features
and the e-mail
notifications you switch
on

Performance of the
contract (Art. 6(1)(b)
GDPR)

While your account exists, or
until you delete them

Technical data: IP address, device
and browser data, log data, records
of logins and security events, bot-
protection signals

Security, preventing
abuse and fraud,
operating and improving
the Platform

Our legitimate
interest in a secure
and working
Platform (Art. 6(1)(f)
GDPR)

Logs for 30 days; records of
logins and security events for 6
months; active sessions for at
most 30 days; longer only to
investigate a specific security
incident
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Data Purpose Legal basis How long we keep it

Product updates: e-mail address
and your consent (an optional box
at registration)

Sending product updates
and news

Your consent (Art.
6(1)(a) GDPR)

Until you withdraw your
consent

2.1 When you set or change a password, we check whether it appears in known data breaches using the
"Pwned Passwords" service of Have I Been Pwned. Only the first five characters of a one-way hash (SHA-1)
of your password are sent, so neither your password nor its full hash leaves our systems.

2.2 We use Cloudflare Turnstile, a bot protection service of Cloudflare, Inc., on registration, password reset
and, after repeated failed attempts, login. It processes technical data such as your IP address and browser
signals to distinguish people from automated traffic.

2.3 You pay for Credits in stablecoins (currently USDC or USDT) from your own wallet to our smart contract,
on the blockchains shown on the Platform. We do not use card or other payment processors and never
receive card details. A crypto payment is public on its blockchain: it shows the paying wallet address, the
amount and a payment reference that identifies your account on the Platform.

2.4 Content that you enter into AI features is processed to generate the answer by AI model providers on
our behalf. GuardiaNNN AI sends your question, the chart data of the token you are viewing and your
recent conversation to OpenAI (United States), and may look up news about the token through Perplexity
AI (United States); it does not send your name, e-mail address or account details. Security checks send
smart contract code and on-chain data, not personal data, to AI model providers. Do not enter personal
data of other people into AI features.

2.5 We also keep personal data where we need it to establish, exercise or defend legal claims, for as long as
necessary for that purpose.

2.6 When you use the swap function, we process your wallet address, the tokens and amounts of your
quotes and swaps and the transaction hashes to provide quotes, prepare the transactions that you sign and
account for our fee (performance of the contract, Art. 6(1)(b) GDPR). The third-party protocols that provide
quotes and routes, currently KyberSwap (EVM networks) and Jupiter (Solana), receive your wallet address
and the parameters of the swap from our servers and process them under their own privacy policies.

2.7 When you connect a wallet, we read your balances, positions and transactions from public blockchains
through our blockchain data and node providers, which therefore receive your wallet address. If you use
the perpetual futures features, your browser connects directly to the Hyperliquid exchange, which receives
your wallet address and IP address. Wallet connections are provided by Reown (WalletConnect) and by the
wallet connectors we offer, such as Coinbase Wallet; to keep a connected wallet connected, the Platform
loads them on its pages, and they receive connection, usage and technical data, including your IP address,
from your browser. Bug reports that you send with the "Report bug" button are processed by Ybug; the
reporting tool is loaded only when you open it.

3. Public information
Your handle, your profile photo and the User Content you publish are visible to anyone on the Platform.
Wallet addresses and transactions are public on their blockchains. If you link a wallet address to your
account, others may be able to connect your public activity on the Platform with that address.

4. Who receives your data
4.1 We share personal data only with:
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the Platform Operator, which operates the Platform on our behalf;

our service providers, which process data on our behalf under contracts: hosting and file storage
(DigitalOcean, LLC, United States; file storage in Frankfurt, Germany), databases (Neon, operated by
Databricks, Inc., United States), content delivery and bot protection (Cloudflare, Inc., United States), e-
mail delivery (Resend, United States), AI model providers (OpenAI, Perplexity AI, Anthropic, Together AI
and Voyage AI, United States, and OpenRouter, United States, for security checks), blockchain data and
node providers (Codex and QuickNode, United States), wallet connection (Reown, United States), bug
reporting (Ybug) and the password breach check (Have I Been Pwned);

the Hyperliquid exchange, when you use the perpetual futures features (Section 2.7);

the third-party protocols used by the swap function, which receive your wallet address and the
parameters of your swap (Section 2.6);

authorities, courts and advisers, where the law requires it or where it is necessary to establish, exercise
or defend legal claims; and

a successor, if the Platform or our business is transferred.

4.2 We do not sell personal data and do not share it with advertisers. Advertisers on the Platform receive
only aggregated statistics about their advertisements.

5. Transfers outside the European Economic Area
We are established in the Marshall Islands, the Platform Operator in the United Arab Emirates, and most of
our service providers, including our AI model providers, in the United States. When we transfer personal
data to a country without an adequacy decision of the European Commission, we use the Standard
Contractual Clauses adopted by the European Commission. For service providers in the United States
certified under the EU-US Data Privacy Framework, we rely on the adequacy decision for that framework.
You can request a copy of the safeguards at privacy@nnn-community.com.

6. Your rights
6.1 You have the right to access your personal data, to have it corrected or deleted, to restrict its
processing, to receive it in a portable format and to object to processing based on our legitimate interests.
Where we process data on the basis of your consent, you can withdraw your consent at any time, for
example with the unsubscribe link in each product update.

6.2 To exercise your rights, write to privacy@nnn-community.com. We answer within one month. We may
ask you to confirm your identity, for example from the e-mail address of your account.

6.3 We cannot change or delete data recorded on a blockchain.

6.4 You have the right to lodge a complaint with a data protection supervisory authority, in particular in the
Member State of your habitual residence, place of work or the place of the alleged infringement.

7. Automated tools
We use automated tools to detect spam, abuse and illegal content. Decisions to remove content or restrict
an account are not based solely on automated processing that produces legal effects for you or similarly
significantly affects you. You can ask for a review of any such decision by a person (Section 6.7 of the Terms
of Service).
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8. Cookies
We use only cookies and similar technologies that are necessary for the Platform or that you ask for, and
we do not use advertising or analytics cookies. If we want to use other cookies, for example for analytics,
we will ask for your consent first. We use:

"session-id" cookie: keeps you logged in; it ends when you close your browser or, if you choose to stay
signed in, after at most 30 days;

"oauth-state" cookie: secures a sign-in with Google or X; it is deleted after the sign-in and expires after
10 minutes;

storage in your browser for the settings and features you use, for example the theme and appearance,
guided-tour progress, swap and chart settings, recently used tokens, pending payment receipts and, if
you trade perpetual futures, the trading key of your browser, which never leaves your device;

technologies of third parties for the features that need them: Cloudflare Turnstile on registration and
sign-in forms, Reown (WalletConnect) and the wallet connectors for connecting a wallet and keeping it
connected, and Ybug only when you open the bug report form.

9. Security
We protect personal data with appropriate technical and organisational measures, including passwords
hashed with a modern algorithm (Argon2id), optional two-factor authentication, encryption in transit,
access controls and logging. No system is completely secure. If a personal data breach is likely to result in a
high risk to you, we inform you without undue delay.

10. Children
The Platform is intended only for persons aged 18 or over. We do not knowingly process personal data of
children.

11. iNNNtelligence in project channels
When a project uses iNNNtelligence in its social channels, the project is the controller of the personal data
of its community members, and we process that data on its behalf as its processor. iNNNtelligence
processes the messages in the channels it is added to, including user names and handles, to moderate and
answer, and, if the project enables it, images shared there. The project's own privacy notice applies to that
processing.

12. Changes
We may update this Privacy Policy. We inform you of material changes by e-mail or on the Platform before
they take effect.
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